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This report presentshe results of our review of FAAOs renewed initiatives in
addressing air traffic control (ATC) systems security wesakes discussed in our
FY 2007 audit report of the DepartmentOs information security progtarthat
report, we identified the need to implemantoperationabusiness continuity plan
(BCP)to ensure continueen routeservice$ in the event of a lonterm disaster.
We also identified the need to enhartbe system securitycertification and
accreditation procesgross:/ air traffic controlsystens, not just the ones used to
support en route operations

Homeland Security Presidential Directid@SPDP7 designates air traffic control
systems as part of the NationOs critical infrastructure, due to the important role
commercial aviation plays in fostering and sustaining the national economy and
ensuring citizensO safety and mobility. The Secreg&rffransportation is
responsible for ensuring that air traffic control facilities, systems, and operations
are protected fronsignificant disruptioncaused bymanmade or natural events

and are able to resume essential services in a timely manner iptedsruo
minimize the impact on the NationOs economy.

Y Audit of Information Security Program, DOT, OIG Report Number F2008001, October 10, 200701G
reports can be found on our Web sitewvw.oig.dot.gov

2 The 22 en route centers (Air Roufeaffic Control Centers, or ARTCCs) control aircraft at cruising
altitude (above 18,000 feet) in transit over the continental United States and out into the Atlantic and
Pacific oceans. Each center handles a different territory of airspace, passingfaomtione center to
another as respective borders are reached, until the aircraft begins to descend and is controlled by a
terminal radar approach control facility (TRACON) and airport control tower as it nears its destination.


http://www.oig.dot.gov/

To fulfill the requirements of HSHFLY, the Federal Aviation Administration
(FAA) must protect air traffic control systems with a tpr@nged approach:
preventing disruption wherever possible and miring disruptions when they do
occur. Implementing a BCP for en route services and enhancing security reviews
of all air traffic control systems are key to accomplishing these goals.

Our objectives were to determine FAAOs progress in correcting tygecuri
weaknesses previously identified in the air traffantrol system by assessing

(1) the status of BCP implementation af®) theenhancednethodology used in

the certification and accreditation of air traffic control systesesurity at
operational site This performance audit was conducted in accordance with
generally accepted government auditing standarescribed by the Comptroller
General of the United States and included such tests as we considered necessary to
detect fraud, waste, or abuse. téils of our scope and methodologgn be found

in Exhibit A.

RESULTS IN BRIEF

FAA has designated the William J. Hughkschnical Centem Atlantic City as
the recovery sitewhere operations would be resumed if any en route center
becameanoperdle. It has made good progress in preparingTieehnical Center
to serveas therecovery site such asestablishing a duplicate en route system
environment orsite and installingadditional emergency powat the center Yet
severalunresolvedechnicalchdlenges,staffingissues, and fundingequirements
could delay recovery site readinessBeyond this, FAA has not assessed how
activating the recovery plan during an emergency would affect air @madethe
economyacross the countiya key concerin HSPLEY. Further, while FAA has
enhanced the process of reviewing ATC systems security, the revewsnot
properly carried ouib ensuresecurityprotection ofoperationaATC systems.

Status of BCP Implementation

The unresolved technical issues conceadar coverage and dwo-ground
communications. While FAA has demonstrated the capaldityse alternate
methods to redirect radar and communications signals from the affected en route
center to the recovery site,hasnot establisad that using altsnate methodsam
meet FAAOs operational requirements to ensure safe air travel. Specifically, FAA
planned to use modems and regular telephone lines to transmitsatigleadar



signal$ to the recovery site; however, it did not test the integatythis
transmission to ensutkatsignals cannot be lost or disrupted.

FAAOs testing of its ability to-reute communicatissignalsalso entailed a
significant limitatiorN it used the network connections and communication
equipment in an en route centieat was supposed to be out of service. According
to FAA, it will have to work with local telephone companies to establish new
connections between field communicasoequipment and the recovery site.
However,no detailed plarexiststo implement this mposed action or to test
whether communications through these new connectiars meet FAAOs
stringentlatency requiremenf. FAA needs to demonstrate that activating the
recovery site will not compromise the safety of air travel.

The recovery site canhbecome operational without air traffic controllerssite.

FAA has created a database containing the names of all controllers and the
airspace sectors in which they are certified to direct traffic. Should an en route
center become nonfunctional, FAAIMuse this database to identify controllers
gualified to direct traffic in the affected airspace. Howe¥ehA has not
developed a plan to address related labor issues, including personnel relocation
and temporary housing. FurthdfAA has not perfornte a cost estimate for
developing a fully functional BCP, as required by FAAOs Acquisition
Management System. Instead, FAA allocated $15 million to this development
effort by reallocating funds from other parts of its operations. Developing a cost
estimaé based on the tasks that need to be completed is a basic project
management control. Without it, FAA cannot determine whether it has allocated
adequate funds for implementing all tasks critical to continued en route services at
the recovery site, such edocating air traffic controllersFAA needs to develop a

plan for relocating and housing air traffic controllers at the recovery site and
conduct a credible cost estimate for implementing the BCP.

Finally, under the current BCP, FAA gdigedo restoe 80 percent of any affected

en route centerOs capabilities atréeovery sitewithin 3 weeksof shutdown.
However,FAA did notanalyze the impact on air travel that would be caused by
losing an en route center for 3 weeks. The impact could vary isanily,
depenéhg upon the affected en route centerOs traffic volume and the ripple effect
of delays to other parts of the country. The loss of the New York or Chicago
center, for example, would have a far greater impact than would the shutdown of

More than 40 percent édng-range radars are singt@thiN with connections to only one en route center.
Should the en route center become inoperable, it could no longer serve as a connection point between the
radar and other ATC facilities.

Latency is defined as the toté@ine required to successfully transmit a unit of information across two
network connection points. FAA requires that-taiground communications be completed within
milliseconds (one thousandth of a second).



less sy centers. Without such analysis, 8exretaryof Transportatiorwill not

be able tanform the Administration anthe Congressaboutthe potential impact

on air traveN and the econoniVif FAA had to activateBCP operations FAA
needs to assess the gmtial impact and provide the results to the Secretary in
support of HSPBr .

Security Certification Reviews

FAA has enhanced threview processof ATC systemsecurityin recent years by
sending teams to ATC facilities to evaluate systems in opelatorcting air
traffic. This represents a significant improvement from the previous approach,
which focused on reviewing security controls of the ATC (baseline) systems in the
computer laboratorybut not the systems deployed to operational.3itdswever,

FAA has not followed its own procedures to ensure that operbsives at risk of
having unauthorized system configuratimre selected for evaluatin. Our
review of the siteselection methodology for five sample systems found only one
for which sysem configuration variance was reviewed in the sHgelection
decision. A prior audit identified instances in whiclATC systemswere
configured differently in the field than from the baseline systessulting in
security vulnerabilities for ATC operations Currently, FAA has no way of
knowing whether its personnel selected the sites that did, in fact, pose the greatest
security risk for review.FAA needs to focus on reviewirgystemconfiguration
variances during site selection.

Further, the securitseviews conducted at operational sites for our sasydtems
lackedexamination and/alesting and were incompleteThe review teams relied
primarily on interviews with system operators to develop conclusions on the
adequacy of security controlgurther, 43 percent of security control items in our
sample systemsere not reviewed As a result, FAA cannot rely on gexeviews

to detect and correct security vulnerabilities in operational ATC systé&As
thereforeneeds tobetter ensure the integrittand completeness of the security
reviews conducted on operational ATC systems.

Overall, cespiteFAAOs progress over the past 2 yeampiementinga BCP for
continueden route services and expargl security evaluations obperational
ATC systems addtional action is needed tstrengthensecurity protectiorand
minimize the impact of lonterm service disruption. ssues concerning the

ATC (baseline) systems are developed astetein the computer laboratory before being deployed to
operational sites. For example, the Host Computer is deployed to the 22 en route centers to support high
altitude air traffic control operations.

¢ System configuration involves setting up hardwamd/or software to meet oneOs particular needs, such
as changing factorget defaults. In the case of FAA systems, hardware or software can be configured
one way in the computer laboratory, then altered in various ways to fit the needs of localiamstallat



security of a critical national infrastructure should recgirierity attentionat a

time of increased threats fromamon-statesponsored cyber attackd&Ve madea
series of recommendations, beginning on page 14, to help FAA implement a fully
functional BCP and strengthen its ability to protect operational ATC systems.
FAA concurred with the recommendatioriBAAOs fanal response is included in

its entirety in the Appendix to this report.

FINDINGS

Despite Progress, the Designated Recovery Site Is Not Yet Fully
Ready to Provide Air Traffic Control Services in Case of
En Route Center Disaster , and Impact on Air Trave | Has Not
Been Assessed

Since 2007 FAA has made good progress in preparing Teehnical Center to
serveas therecovery siteby establishing a duplicate en route system environment
and installingadditional emergency poweansite Yet unresolvedtechical
challengesstaffing issues, and fundingequirementscould delay recovery site
readiness. In addition FAA hasnot assessetlow activatingthe recovery site
during an emergency wouliffect air travel threateninghe Secretary@sility to
inform the Administration and Congress potential impact on the NationOs
economya key concern iklSPLCPY.

Unresolved Technical Challenges, Staffing Issues, and Funding
Requirements Could Delay Recovery Site Readiness

Technical Challenges

o Surveillance. This involves redirecting radar signals from the affected
en route center to the recovery siteong-rangeradar facilities are very
important to air traffic contrédrs because they act as their eyes ingkge
Currently, 44 percent (60 of 137) of adnigrange radar facilities that feed
en route centers are singlath,meaning that the radar data are being fed
only to a single air traffic control facilityThis is a problem because if the
en route center that receives the data is lost, the radacadatat be easily
re-routed to the recovery site While FAA hasidentified an alternate
method to transmsinglepathradar signals, it did not test th@egrity of
this transmission to ensure signals cannot be lost or disrupted.

As shown in Figure lduaklpath radars can send signals to the backbone
network (Federal Telecommunications Infrastructure [FTI]) even if one



pathis lost once thereFAA hasshown thathe signalcan be redirected
back to therecovery siteduring BCP operationsin contrastthe single

path radas lack this redundancy; if the one path is lost, the radar signal
cannot reach FTI or, therefore, the recovery site.

Figure 1. BCP Mitigation Strategy for Single-path Radar
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FAAOslannedstrategy is to enable ba&up modem ortheseradars and
sendthe data over existingelephone/fasimile lines back to theecovery

site. However,FAA did not test théntegrity of this transmission to ensure
that signals will not be lost or disrupted. As a result, FAA has noaass

that its current strategy can provide radar data sufficient to meet FAA
operational standards; this strategy may, then, enddhgler safety if
called upon to take over BCP activation

Singlepath radars arasimportantas dualpath, and sometigs cover areas
just as large. For example, a singleath radar facility in the Memphis
regionis responsible for providing radar coverage to an area half the size of
the state of MississippiFAA must test the integrity of the planned use of
backup modans and existing telephone/facsimile lines r®route data
from singlepath radas to the recovery site

Communications. Groundto-air voice communications is a vital part of air
traffic control operations that must be fully operational and meetysafet
requirements in order for the BCP wwrk in a live environment. This
involves rerouting voice communications signals from the affected
en route center to the recovery sitdajor equipment involved in this area
includes radio towers used teeceive and transmit voice communications
which are connected tthe voice switching equipmeniised at en route



facilities that enablescontrollers and pilots to communicate. FAA has
made good progress in preparing the recovery site with the necessary
equipment but faces challenges in the tramssion of voice signals
between the recovery sidad radio sites.

FAA hasdemonstrateds ability to redirecta groundto-air voice channel
from a remote radio facilitysed bythe MemphisCenter tothe recovey
site. Acontroller at theecovery sitevas able to communicate wighpilot
flying through Memphis Center airspace. Howevéwr testdid not
simulaterealistic disaster conditiortsy bypassg the network connection
andradio control equipment locateat theMemphis Center The test was
also limitedin thatit represented just one of the margice channels that
will need tdberedirectedduring actual BCP operations.

According to FAA,the risk ofaffecting National Airspace SystenNAS)
operationsis too grealN due to operdional limitations in the existing
en route air traffic controlcommunicationssystem equipmeRitfor
simulaton testing We understand FAAOs concerixut not harming
NAS operatios. Nevertheless, the only way in whiElAA can prove
operational readiness of the recovery gsgeby conductingrealistic
communications testing that reflects thetualloss of an en route center.
In a similar situation in the latE#990s,FAA did performsimulationtesting
on operational ATC stemsto ascertain its readine$sr the Year 2000
conversion, and did not in any way affect ongoing Nf8rations.

FAA informed us thait will have to work with local telephone companies

to establish new connections between field communicagiqunipmet and

the recovery siteshould an en route center become nonfunctional
However,no detailed plarexiststo implement this proposed action or to
test whether communications through these new connect@amsneet
FAAOSs stringent latency requirement (for pged of communications).
Without sufficient testingFAA has no assurance that it couldroate
hundreds of communications channels while still meeting operational
requirements for signal speed-AA needs todevelop a detailegblan
addressing howt will install network connections between radio towers
and the recovery site through the local exchange carrier during BCP
operations, and conduct tests to ensure that communications through the
new connection can meet thetency (speedjequirements for aitravel
safety.



Staffing Issues

According to National Institute of Standards and TechnologyIS(T)
guidelines, having the right personnel available for B@&rations is a critical
process. FAA has made progr@sshe area of imanintegration bycreating

a Oready reserveO database that coti@msames ofivailable and qualified

air traffic controllers who couldbe called upon to serve during BCP
operations. However, FAA lacks a human integration plan to relocate and
house the required BCP #tancluding the controllers who would need to be
relocated from their assigned en route centers to the recoverylsitthe
absence of such a plan, FAA may not be able to activate the BCP in a timely
mannerbecausehe recovery site cannot become operal withoutqualified

air traffic controllers orsite. FAA needs to develop a plan to address human
integration issues such as relocating and housing air traffic controllers at the
Technical Center recovery site on a ldaegm basis.

Funding Requirements

FAA has not performed a cost estimate for implementing a fully functional
BCP that includes personnel relocation and temporary housing for ataff
required by FAAOs Acquisition Management Systemstead,it allocated

$15 million to the develoment effort byreallocatingfunds from other FAA
programs and projectsEFAA has spent a little lesédn half of the allocated
funds, primarily to upgrade equipment at the recovery site. Whiksitibout
$7.5million remaining in the budgethere is © support or analysis showing
whetherthe remaining funds will be sufficient tesolveoutstanding need®
make the BCP fully functional such as resolving the technical challenges
associated with radar and communications signals or relocating FAA
persomel. Developing a cost estimate based on the tasks that need to be
completed is a basic project management contkithout it, FAA cannot
determine whether it hasllocatedsufficient funds for implementing all tasks
critical to continuecen route serges at the recovery sitdt needs therefore,

to sufficiently analyze costs to implement all tasks critical to continued
enroute services, and use such analysis to sethedunding necessary to
complete the business continuity plan.

Impact on Air Travel from Activating the BCP Has Not Been Assessed
NIST guidelinescall for developing a business impact analyisis standard

business practiceonducted prior to the developmeand construction of a
business continuity progranFAAOs BCP estimatessteration of 8Qpercentof



any affected en route centerOs capabilities within 3 weeks E¢dheicalCenter
recovery site Howeverthe agencydid notformally assess how the loss of each
of the 2 en route centerfor 3 weeksvould affectNAS operatios as a whole.

Loss of air traffic control faciiés has a proven negativeffect on NAS
operationsand especially on the airline industr$puchdisruptiors haveresulted

in arippling, nationwide eféct on flight cancellationanddelays For examplein

late 2007 the loss of the Memphis Center for 3 hoaused over 50fight delays

and cancellations throughout the regioin 2003 the loss of theSan Diego
Terminal Radar Approach Control facility for 35 hours resulted in over 700 flight
cancellatbns and significant delays throughout the NAS.

Since en route centers operatgh varying levels of trafficther loses would
affect the NAS in different ways.Major en route centers such &ew York,
Cleveland Atlanta, and Chicago handle a tremersl@olume of air traffic,
comparedwvith smaller centers such &gattle and Salt Lake CityA 2004 study
by MITRE Corporatiofisuggested thatirlines would lose $76 million a day if the
New York Center were close@vhich did notinclude theeconomic impaicof
cascadingdlight delays across the coun¥y Without a centerby-centerbusiness
impact analysisthe Secretarywould not be able tanform the Administration and
the Congressaboutthe potential impact oair traveN and the econony if FAA
had to ativate BCP operations To support HSPB7, FAA needs to conduct a
business impact analysis for either individual en route centers or centers having
the greatest impact on the NAS.

Review of Operational ATC Systems Security Is Inadequate to
Ensure Proper Protection

In response to oyrastrecommendations, FAA has enhanceddbsification and
accreditatiorprocess used to review and certifie adequacy of air traffic control
systems securitdeployed to operational sitedHowever,the process useddcks
an effective way D selecing operational sites at risk of havinghauthorized
system configuratiofor security reviews Past reviews have identifigdstances
in which FAA systemwas configured differently in the field than from the
baseline systenm the computer laboratoiy order to meethe operational needs
of different sites. Theseonfiguration variancelave led to security weakness
In addition, the security reviesxonducted at operational sitesked examination

" MITRE is a nonprofit organization that manages three Feddtaiyed research and development
centers, including, for FAA, the Center for Advanced Aviation System Development.

8 Description of Limitations and Potential Mitigation Strategies for Ensuring National Airspace System
(NAS) Continuity of Operations: Provisional Findings, MITRE Corporation, July 2004.
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and testingo ensuregroper implementation of security contradsdmore than 40
percent othesecurity controlsn oursampledsystemsvere not reviewed at all.

Operational Sites at Risk of Having Unauthorized System Configuration
Were Not Considered for Security Review

FAAOssite-selectionmethodology requires the security review teamotak at
information on four key aspects of the sydiesecurity categorization, system
environment, network connections, azmhfiguration varianc before selecting
operational sites foreview. Yet review teams did not perform an adequate
analysisof sitespecificsystemconfigurationsduring the siteselection proces®
determine whichoperational locations we most likely to exhibit configuration
variances

o Security Categorization. FAA systems are categorized by how critical a
system is in supporting FAAOs mission. The categorization levels for ATC
systems magefrom low to moderate. Systems witltategorization of low are
usually nonmissioftritical systemssystems with aroverall categorization of
moderate are usually missigontical.

o System Environment. ATC systems are grouped into one of three system
environments: NAS Operations, Mission Support, and Administrative.
Systems that operate in the NAperational environent and also have a
security categorization of moderate are missiotical andhave a significant
impact on the performance of air traffic operations. Systems supptréng
missionsupport andadministrative environmestdo not have as significant an
impact on air traffic operations.

e Network Connections. The likelihood that a cybethreat may be directed
against a system is based on that systemOs exposure level to the threat. A
systemOs network interface defines the connectivity and communications
protocol, which are critical to assess the risk of a cyber threatNetwork
interfaces are categorizédto one ofsix groups The Internet/Extranet
Internet ProtocollP) environment has the highest risk of all system network
connectios.

o Configuration Variances. — System configurations arestablishedbefore
deployment to the field. Most system configuration differences occur in order
to meet the operational requirements that vary at eachSsitee configuration
differences mayaffecta systemOs@eity posture, FAA requires that sites be

°NAS IP, Admin/Mission Support IP, Internet/Extranet IP, Closed System IR|®a@mnd None.
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visited where system configuration differences exastd checked to ensure
that no security vulnerabilities have been inadvertently introduced

Security categorization, system vetonment, and network connect®noften
remain the same for a systataployed to all installation sites. While these are
important criteria for determining how many installation sites should be visited,
they do not directly help with site selection. Insteids the last criterion,
configuration varianceghatis key to identifyng high-risk installation sites.This
makes the evaluation of configuration variances a key stspl@cting specific
operational sites for review, which is critical because some air traffic control
systemsare deployed to hundreds of operational sif€s.determine the number

of and specific site locations to be visited, #exurity review team relies on
system owners to provide documentation and discussion of these key aspects
duringthe siteselectiondetermination process

In reviewing the processind documentain of the siteselection methodologfor

five sample systemswe found evidencethat only one syster®sconfiguration
variancewas reviewed or discussed to identityhere differences betweerhé

local system and the baseline systaight exist. Additionally FAA was not able
to providejustification for site locabns chosen for security revidigee Tablel).

Table 1. Documentation of FAA Site-Selection Process

Configuration Justification o f
Sites Variance Site Selection

System Name® | Total Sites | Reviewed Documented ? Documented ?
ADAS 23 4 No No
ARTS Il 5 3 No No
ASOS 885 5 Yes No
OASIS 19 4 No No
WMSCR 3 3 No Yes

#Full system names can be foundExhibit A.

Source: OIG

Detailed analysis of system site configurations is an important step in choesing at
risk systems foraview, as well asn justifying theselection. Without a prap
aralysis of systemsO local configurations, FAA is not able to select, for security
review, the sites that are at the greatest\ritle ultimate goal of this process.
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A previous audi’ uncovered unauthorizesystem configuratichbeing added to
operational air traffic control systems to meet local operational needs, without
central managemei®s knowledge. These unauthorizgdtem configuratios
made & traffic control systems vulnerable to atthtkoth from inside and
outside. h FY 2006, FAAOs Alaska Region experiencethan attack which
prevented aeronautical information such as reguilight data needed to support
various flight services from being transmitted and receivdthis attack was
facilitated by a vulnerable system on the network that had an unaethsystem
configuration. The attack forced FAA toanually provide fligt information to
pilots flying in that region.

To eliminate such risks and prevent similar disruptfo®RA needs to enhance the
selectionprocessto includea more thorough review o$ystemconfiguratiors.

FAA should alsaequire the selection team document the outcomes of the site
selection process, including which specific sites were selected and for what
reasos.

Systems Security Reviews at Operational Sites Lacked
Examination/Testing and Were Incomplete

FAA review teams conduct security reweof operational ATC systems by using
standard security questionnaise that are developed based on the security
requirements identified in NISTSpecial Publication800-53, Recommended
Security Controls for Federal Information Systems. The questionnaireypically
contain from 96 to over 200 security questiodepending on the security
categorization rating of the systertwe found thathe security reviews condigc

at operational sites lackeelxamination and testingand provided inadequate
coverage forsecurity checks As a result, FAA cannot rely on these security
reviews to ensure adequate security protection in operational ATC systems.

Lack of Examination and Testing

To assess the adequacy tbe implementation of securitgontrok, NIST
Special Publication 806b3A, Guide for Assessing the Security Controls in
Federal Information Systems, provides three methods of reviewexamination,
interview, andtesting. NIST 80053A statesthat reviewersshould at a
minimum, conduct examinatiotype reviavs on each of the controls and use
interview- and testingype reviews to provide further assurance of proper

1% Audit of Security and Controls over En Route Center Computer Systems, OIG Report Number FR004
078, August 9, 2004.
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implementation of a security controlWe found little examination and/or
testing conducted at operational sites.

e Examination: This is the procgs of physically reviewing, inspecting, or
observing security control® ensure security controls have been properly
implemented

e [nterview: This is the process of conducting discussions with individuals
concerning the posture of the systems securityrots.

o Testing: This is the process of exercising the control under specified
conditions and comparing the actuataume against expected outcomes.

NIST guidance statdblat security control assessments are the principal vehicle
used to verify thatnformation systems are meeting their stated security goals
and objectives. It further stresses thahese assessment@re not about
checklists, simple padail results, or paperwork to pass inspections or audits

While review teams documeatl their mnclusiors on the questionnairis
whether specified controlworked or ndi they did not specify the methed
used in developing tireconclusios. During one security review OIG staff
observed that FAA reviewereelied primarily on interviews with system
operatorsin developing their conclusignwith limited examination anao
testing of security controlsn operational ATCsystems. Specifically, the
review teamconduced interviews with an individual or a small group of
individuals familiar with the systm Further observation revealedly limited
examinatiortype reviews in the fieldwhich includedsimply basic checks of
user settings and the systemOs hardware conneclibisshappened because
FAAOdraining for thoseassessg the systemslid not aldress the importance
of examination otesting

With such a high reliance on interviews and little assurance from examination
and testype reviews, FAA is unable to adequately ensure that minimum
required security controls are in place to protect raiffit control systems.
Such superficial reviews can prevent FAA from identifying vulnerabilities that
could expos¢he ATC system to unauthorized access.

Incomplete Review of Security Controls
Ourreview of 21 questionnaire®mpleted fol5 ATC systemdoundthatmore

than 40 percentof the security controls on FAAOs wpstionnairesvere not
reviewed In examining5,035 ndividual control questionswe found that
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2,174 wereleft blankN 43 perceritl with no justification for the lack of
coveraggsee Table).

Table 2. Results of Review of FAA Questionnaires
for Five Systems

Total

Number of Total | Number of | Percentage

Questionnaires Number of Security of Security

System Completed / Security Questions Questions

Name System | Questions Left Blank Left Blank

ADAS 6 1,302 512 39%

ARTS llI 2 712 268 37%

ASOS 8 1,519 740 48%

OASIS 2 434 214 49%

WMSCR 3 1,068 440 41%

Total 21 5,035 2,174 43%
Source: OIG

On two questionnairgsmore than70 percentof security controlsjncluding
critical accesscontol and softwarechange control, were not reviewéagain
without justification As a result, FAA cannot rely on these security reviews to
ensure adequate security protection of operational ATC systemsre$iited
from weak oversight of these reviews.

FAA needs to strengthen itsn-site review procedures tensure complete
coverage of securitghecks andexaminationand testingo ensurethat required
security controls are in place.

RECOMMENDATIONS

We recommend that thé&ederal Aviation Administrator direct the Chief
Operating Officer of the Air Traffic Organizati@nd the FAA Chief Information
Officer to:

En Route Business Continuity Plan

1. Conduct &sing to ensure that radar signals will not be lost or disrupted when
using modems and telephagfax lines to send radar datalerecovery site

2. (a) Develop a detailed planaddressing how FAA willinstall network
connections between radio towers ahé recoverysite through the local
exchange carrier during BCP operatioand (b) conduct tésto ensure that
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communications through the new connection can meet the latency (speed)
requirements for air travel safety

3. Develop a plano addresshuman integration issues such ratocatingand
housing air traffic controllers at thieechnicalCenter ecovery siteon a long
term basis

4. Conduct a credible cost estimdi@ tesing the integrity of thealternate
methods of regouting radarandvoice communicatiorsignals tothe recovery
site, and addressmig human integration issueat the recovery siteUse such
analysis to secure fundingccordinglyto complete thebusinesscontinuity
plan.

5. Assess the potential impact on air travel of loskagh or & least the most
critical, enroute centergor 3 weeksand provide the results to the Secretary
of Transportation in support of HSIPD.

Air Traffic Control System Security Review

6. Enhance the sitselectionprocessby requiring (a)thorough review of site-
system configuration to msure that sites that pose the greatest riek
unauthorizechardware/sfiware configuratiors are selecteébr reviewand(b)
documented justificatiofor thesites selected for review.

7. Enhancetraining on onsite reviewby requiring review teamsto conduct
examination anfdr testingto verify that required security controlsean place
at operational sites

8. Increaseoversightof the on-site review procesdo ensurethat all security
control checkson thequestionnaireare completé or properlyjustified if not
reviewed

AGENCY COMMENTS AND OFFICE OF INSPECTOR GENERAL
RESPONSE

We provided FAA a draft of our report on Jul§, 2009, and received its written
comments on October 14, 2009. In its comments, FAA concurred with our
recommendations and has begun to take appropriate or alternative corrective
actions and provided agptable target dates for completing these actions.

While FAA concurred withall of ourrecommendatios itinformed us that there
are some limitations in addressing recommendatibhto assess the potential
impact on air traveif an en route centavas dsruptedfor 3 weeks To address
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this recommendation, FAAlars to preparefor each ARTCC (1) list of the
airports with commercial airlines, ar(@) the number of air traffic operations
conduced, on average, during &week period. According to FAA however, its
assessment may be limited due to the lack of information on other factors that
would affect the impactl such asairline plans to change their bases of
operationsn the event ofa major disruption FAA notes thait is unlikely that
airlines would voluntarilyprovide this strategimformation.

We agree that the list FAplans tocompile will provided needed information to
conduct itsimpact assessment However, te list alone may notallow the
Secretary to meet HSEWD requirementsto inform the Administration and
Congressf the potential impact on air travel and the economy when activating
BCP operations.Accordingly, we encourage FAAndthe SecretaryOs office to
work with airlines to develop a comprehensive impact analysis. FAAOs formal
response is included in its entirety in the Appendix to this report.

ACTIONS REQUIRED

FAAOsactions taken angdlannedare responsivéo our recommendations and are
considered resolvedThese actions are subject to folleyw provisions in
Department of Tansportation Order 8000.1CNe appreciate the courtesies and
cooperation of FAA representatives during this audit, especially those at the
William J. HughesTechnicalCenter in Atlantic City. If you have any questions
concerning this report, please catle at (203 3661407 or Nahan Custer,
Program Director, at (202) 3€540.

cc: Chief Information Officer, DOT
Assistant Administrator for Information Services/
Chief Information Officer, FAA
Chief Operating Officer, ATO
Martin Gertel, M1
Anthony Williams, ABU100
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EXHIBIT A. SCOPE AND METHODOLOGY

Our objectives were to determine FAAOs progress in correcting security
weaknesses previously identified in the air traffic control system by assessing (1)
the status of the BCP an(?) the nethodology used in the certification and
accreditation of air traffic control systemmscurityat operational sites

To achieve our objectives, wattended monthly progress briefings with
Department ofTransportationand FAA Chief Information Officersalong with
FAA senior managememepresentinghe Ar Traffic OrganizationOs [20) BCP
program andthe Information System Security Manager (ISSMOrganization
We reviewed the BCP concept of operationsuttderstandhe scope of the BCP.
We held meeting with personnel representing thveork groups of the BCP
programand reviewed technicalrequiremerg documents to determine the status
and progress of the prograriVe conducted #ur of the recovenryacility at the
TechnicalCenterand observeddemonstratins of reroutingboth radar and voice
communicationssignals We examined the human integration programd
program funding documents.

We interviewedATO ISSM officials and reviewed document$o determine the
effectiveness of thar site-selection methodoly of the certification and
accreditation processWe visited the Minneapolien route centeto observethe
actual efforts that took place during the security reviewaddition we attended a
workshop sponsored by the ATIO determine what was beingmke to educate
and train seurity review teams. We examined security review results of the
following selected systems to determine the adequacy of reviews performed

e Automated Weather Observation System Data Acquisition System (ADAS)
e Automated Radar Termal System (ARTSIII)
e Automated Surface Observing System (ASOS)

e OperationabndSupportability Implementation System (OASIS)
e Weather Message Switching Center Replacement (WMSCR)

We performed our audit work fror®ctober 2007 through May 200. We
conducted this performance auditin accordance withgenerally accepted
governmentuditing standards Thosestandards require that we plan and perform

the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclugsis based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

Exhibit A. Scope and Methodology
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EXHIBIT B. MAJOR CONTRIBUTORS TO THIS REPORT

Name

Title

Nathan Custer

Mitchell Balakit

Christopher Cullerot

Michael P. Fruitman

Program Director

SeniorinformationTechrology
Specialist

InformationTechrology
Specialist

Writer-Editor

Exhibit B. Major Contributors to This Report
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APPENDIX. AGENCY COMMENT

Federal Aviation

Administration
Memorandum
Date: October 14, 2009
To: Rebecca C. Leng, sistant Inspector &eral for Financial and Information
Technology Audits
From: Ramesh K. Punwani, Assistaltiministratorfor Financial Services/CFO

f _:-1"-'.'___’_111. A L gt

Prepared by:  Anthony Williams x79000

Subject OIG Draft Report: Follow-up Review of FAAOs Progress in Enhancing Air Traffic
Control Systems Protection

Thank you for the opportunity to revieamd comment on the findings aretommendationofthe
subject draft report dated July 20’he Federal Aviation Administration (FAA) concurs with all
recommendationsThe following is FAAOSs response to each recommendation.

OIG Recommendation 1: Conduct testing to ensure that radar signals will not be losspded
when using modems and telephone/fax lines to send radar data to the recovery site.

FAA Response: Concur. This method of testing was perfodndering several demonstratiotst
occurred between August 8, 2007, and September 25, 2008, and riesntiddst or disrupted radar
signals. Itis almost identical to the way FAA receives data today. The only difference is FAA will
use regular telephone lines instead of leased lines. Currently, FAA is ustug tlizds in a number

of its air route taffic control centers (ARTCC) as backup for radar data connectivity.

OIG Recommendation 2. (a) Develop a detailed plan addressing how FAA will install network
connections between radio towers and the recovery site through the local exchange carrier during
business continuity plan (BCP) operations, and (b) conduct tests to ensure that communications
through the new connection can meet the latency (speed) requirements for air travel safety.

FAA Response 2(a): Concur. FAA's detailed plan on BCP operatianedntained in its External
Communications Activation Plan and Harris playbook, issued March 16, 20@@eaercber 92008,
respectively. The plan was assessed during the table top exercises in January 2009 and determined
be sufficient by the test tearThis plan is available for the Office of Inspector GeneralOs (OIG)

review upon request.

Appendix. Agency Comments
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FAA Response 2(b): Concur. FAA tested redirecting a communications circuit from Memphis
center to the Spare ARTCC (SPARTCC) and found there is no differencegeterouting the
communication circuit at the ARTCC (i.e., this is hibwwas accomplished during tllkemonstration)
versus reouting it at the local carrier within the Federal Telecommunication Infrastructure cloud.
FAAOs way of testing proved thatroaiting can be done without any latency issues.

OIG Recommendation 3: Develop a plan to address human integration issues such as
relocatingandhousing air traffic controllers at the Technical Center recovery site on-a long
term basis.

FAA Response: Concur. The air traffic controllersO union contract states that under conditions such
as a BCP event, personnel may be required to relocate their duty #dtidgionally, the BCP

activation plans cover how FAA will relocate field pamael and providéhem housing. These plans
were completed in March and are available for the OIGOs review upon request.

OIG Recommendation 4: Conduct a credible cost estimate for testing the integrity of the alternate
methods of reouting radar and voice communicatisignals to the recovery site, and addressing
human integration issues at the recovery site. Use such analysis to secure funding accordingly to
complete the business continuity plan.

FAA Response: Concur. The necessary infrastructure to convert thadab®lace, the activation

plans are issued, and all readiness assessments and demonstrations have been completed. The BC
program will officially declare the SPARTCC Oactivation readyO once the Service Level Agreement
(SLA) and the NAS Change Propo§sICP) for Internet Protocol (IP) radar have been signed. The
SLA and NCP serve as the basis of FAAOs funding requests. The SLA has been signed and the NC
will be signed by October 31, 2009.

OIG Recommendation 5: Assess the potential impact on aavil of losing each, or at least the
most critical, emoute centers for 3 weeks, and provide the results to the Secretary of Transportation ir
support of the Homeland Security Presidential Directive (HEPD)

FAA Response: Concur. The 2004 MITRE studiycluded information on the OPotential Revenue
Loss to Air Carriers Due to ARTCC Outage ScenariosO showing the results for each ARTCC. FAA
does not see added value in further analysis above what MITRE concluded in its 2004 report. The
range is over $40 ittion per day for New York Air Route Traffic Control Center to over $5 million

per day for the Salt Lake Center Air Traffic Control. Clearly, the service impacts vary with the
volume of traffic and the national and seasonal flows. Additionally, the\wilArovide the OIG

with a list of airports (with commercial airlines) that underlie each ARTCC, and a total number of air
traffic operations that each of those ARTCCOs conducts, on average, duringved¢krperiod. This
information will be provided bjNovember 30, 2009.

OIG Recommendation 6: Enhance the siteelection process by requiring (a) thorough reviews of
site-system configuration to ensure that sites that pose the greatest risk of unauthorized
hardware/software configurations are selecteddeiew and (b) documented justification for the sites
selected for review

Appendix. Agency Comments
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FAA Response: Concur. Since fiscal year (FY) 2007, the Air Traffic Organization (ATO) has
enhanced the Certification and Authorization (C&A) Level of Effort (LOE) process tier bhaentify

and justify siteselection. FAA has been discussing methodology with the OIG for selecting specific
sites and the number of sites for each system undergoing C&A. This methodology is described in the
following paragraphs.

The LOE process reqes that the System Owner submit an LOE Briefing and System
Characterization document prior to scheduling field site visits for that system. The information
required provides technical details on the system architecture and operating environments, and
includes configuration variances that may exist at certain sites, based on the System Owner Prograrn
Office, and their support organizations when appropriate. The LOE Briefing has a specific section
that requires detailed information on system configuratiiarences and locations where the
configuration differences may exist. The ATO Information System Security (ISS) Program reviews
both documents and identifies specific sites that are tagged as Omust be visitedO sites. In addition,
objective of seleting an adequate number of representative sites must be met for each system.
Typically, there is a minimum of three operational sites that must be visited for all systems, unless a
system has less than three fielded locations. This objective of a rmirafriliree sites is

implemented even for systems that are deployed with the same standard configuration baseline. For
example, if a system is operating at 20 ARTCCs, then a minimum of three ARTCCs must be visited t
obtain an adequate representative sapglen though the systems have the same configuration
baseline. There is also a conscious effort to distribute the site visits across multiple facilities for
systems being recertified, so that different facilities are selected for the current yearpasedao

the last C&A site visits (typically three years earlier). This approach provides a broader site visit
sampling spreading across different C&A years. So visits in FY 2010 for a specific system will
intentionally pick different sites than thosdexted in FY 2007, unless there are specific reasons to
revisit the same facility for that system (i.e., certain facilities tend to be used as a Okey siteO for
implementing technology/functionally upgrades, prior to making the changes at other shas for t
specific system).

Additionally, the ATO LOE process requires mandatory visits to sites where systems are configured
differently from the standard system configuration baseline to assess the risk of the different
configurations at specific sites. Foample, if a system is deployed to 20 ARTCCS and one of the
systems has a significantly different configuration than the other 19 (e.g., hardware, software,
internal/external connectivity), then that site with the different configuration must also bedaodit
addition to the minimum three site visits.

System sites are also selected based on the facility type where the system is deployed to assess the
of systems deployed in different operating environments. For example, systems that may be deploye
in both the En Route (e.g., ARTCCs) and Terminal [e.g., Terminal Radar Approach Control
(TRACON) facilities] environment must include site visits to both En Route and Terminal facilities to
assess the system risk in those operating environments.

Mandatorysite visits and justification are documented in the Risk Assessment Site Survey Plan and
the System LOE Determination, which is developed each Fiscal Year for every ATO system that is
scheduled to complete C&A.

Appendix. Agency Comments
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Results of the LOE Determination are eradiby the ATO ISS Program to the Independent Risk
Assessment and Test Team (IRAT) and System Owner, including a copy of the System Site Survey
Plan. After the LOE Determination is transmitted, further discussions occur between the IRAT and
the System Owrreorganization to validate the system configuration baseline and possible
configuration differences that may be fielded. If configuration differences are identified after the LOE
Determination, the ATO ISS Program is notified and the System LOE Deteionimsamodified to

include mandatory site visits to the sites where configuration differences exist.

OIG Recommendation 7. Enhance training on esite review by requiring review teams to conduct
examination and/or testing to verify that required seggontrols are in place at operational sites.

FAA Response: Concur FAA has completed implementation of this recommendation as described
below.

The ATO security operating environment is very complex, with hundreds of systems, thousands of
manned and unanned facilities, operations, and management processes sprawling across 50 states
and international borders. Understanding how to properly apply risk analysis and security testing
processes across the ATO environment is equally complex and must tekecouot several key
aspects.

The first key aspect is that the ATO consists of three distinct operating envirodhekEs Mission
Support, and Administrative. The NAS environment includes systems that directly support safety
critical Air Traffic Control(ATC) services. Because of the safety critical nature of the NAS
environment, NAS systems must be protected and operate at higher information assurance levels the
Mission Support and Administrative systems. Mission Support systems indirectly suppordoet

or management of ATC operations and do not impact safety of ATC operations. Administrative
systems support the provision of routine ATO administrative services, such as email. Mission
Support and Administrative systems have a completely diffeyggrations, management, and
maintenance infrastructure than NAS systems. Additionally, there are major differences in the
application of security controls and processes for conducting risk assessment and testing in each
environment.

The second key aspantATO is the separation of NAS systems operating environment from the
Mission Support/Administrative systems operating environment. Separation is provided through the
use of two network infrastructures that are physically and logically isolated, as<oll

e NAS Operations (Ops) IP Network
e Mission Support/Administrative IP Network.

The physical and logical separation of the NAS and Mission Support and Administrative networks is ¢
critical factor in ensuring that NAS systems can continue to provide dewglhof service

availability, information integrity, and confidentiality needed to maintain air traffic safety and
efficiency.

The third key aspect of the ATO operating environment is the use of authorized communications
gateways and Internet Accesame (IAPS) to provide boundary protection between the NAS and
Mission Support and Administrative environments and external network infrastructures. Additionally,

Appendix. Agency Comments



23

specialized system communications gateways, such as the ARTS Gateway (AGW), provide boundan
protection between NAS systems and otherN&$ systems [e.g., the ARTS and National Offload
Program (NOP)].

The ATO operating environment was specifically architected to separate the NAS environment from
the Mission Support/Administrative environmdémicause NAS systems provide safety critical ATC
services. NAS systems operate on a physically separate network infrastructure from all other FAA
systems in order to maintain a higher service assurance level and minimize risk. Any disruption to a

NAS sydem may cause impacts to safety and efficiency. Evenwdrantsystem outages cause
ripples throughout the NAS that may result in significant adverse impacts in terms of extra fuel
consumed and time delays. Because of safety and economic factorsntrg ponsideration in
conducting security testing of NAS operational systems is to ensure that NAS services are not
interrupted.

In order to maintain NAS safety and efficiency, and continue to provide the NAS operating
environment with a high level offiormation assurance, ATO has taken several steps during the past
three years to enhance its security testing methodology, and to provide enhanced test methodology
training to Independent Risk Assessment Team (IRAT) personnel, which is described irottiadoll
paragraphs.

Since fiscal year (FY) 2007, the ATO has enhanced the process for testing critical ATC systems at
NAS operational sites by conducting observation and demonstration testing of implemented security
controls. With the implementation of 8IT 80853A, greater use of examination and testing will be
needed. For most NAS systems, the stringent implementation validation of all changes to systems is
fully tested at the support centers William J Hughes Technical Center (WJHTC) and Mike Monroney
Aeronautical Center (MMAC) prior to releasing to the field. The formal process of releasing System
Support Modifications (SSM) for NAS Systems and creating an audit mechanism through the
Maintenance Management Systeatiows the tracking of individual sgamplementing planned

upgrades and modification. For NAS systems, field personnel are implementing changes as directed
through SSM issued for the system, otherwise system configurations seldom change.

As for conducting electronic security scan testibgs & well known fact that even the use of-hon
intrusive security testing tools does occasionally cause various operating system failuresips.lock
Therefore, ATO relies on greater observation and demonstration testing methods at the system
operationasites, and conducts much of the security testing using replicas of fielded systems in the
WJIHTC or MMAC test environments.

In fielded operational sites, observation and demonstration consists of the FAA system specialist
demonstrating system securityntrols through presentation of Oscreen shotsO or printouts of system
security policies. Although demonstration and observation testing requires more time than system
scanning, it significantly reduces the chances that testing will inadvertently Otwing do

operational NAS system. Additionally, demonstration and observation testing eliminates potential
Ofalse positivesO that are encountered through the use of scan test tools. Part of the enhanced proc
moving forward will be to perform extractioff®m the observation and demonstration testing (e.qg.,
printouts) in order to better document testing results at the operational site. For fielded assets such &
routers, firewalls, managed switches, etc., greater use of extractions of configuratamditetes
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are planned to validate against the version controlled releases of those files from WJHTC and
MMAC, which would be tested in the support system environment.

A key measure that ATO has undertaken is to conduct operational site security tastwgAarC

systems, prior to commencement of ATC operations. The full range of security tests, including scan
testing is conducted on the system at the operational site. This ensures that the system is tested in t
exact operational site configuration. dmples of operational site testing included the Wide Area
Monitoring System (WAM) and Operational and Supportability Implementation Systems. ATO will

continue to conduct operational site testing using scan test tools on all new ATC systems as they
contirue to be deployed in the NAS.

The ATO also conducts security testing for legacy ATC systems using passive and active (e.g.,
penetration testing) software tools on system at either the WIJHTC or MMAC laboratories. The labs &
WJIHTC and MMAC also have tleapability to be configured to represent a specific operational site.
For example, the WIHTC ATOP lab can be configured to the same operational site configuration as
the ATOP system deployed at New York, Oakland, and Anchorage.

Additionally, ATO conduct onsite testing of operational ATC mission support systems if there will

be no impact to operational ATC Systems. Some examples of ATC mission support systems tested
on-site include National Oft.oad Program (NOP), CRX, CAEG, IAPs, LSSD, and

STARCASTRR.

Moving forward, the ATO will use a combination of all the methodologies listed above to continually
assess ATC system security, while continuing to minimize the potential for adversely impacting air
traffic safety or efficiency.

Risk Assessment Teapersonnel, both FAA and contractor, participated in the enhancement of the
system security testing methodology and were trained as part of the development efforts. All new
IRAT FAA personnel are trained g@he-job via shadowing techniques and study df Essessment
process documentation. New contractor personnel are required to have security risk assessment ant
testing experience and are trained on the specific methodology via internal company training.

OIG Recommendation 8: Increase oversight of tloe-site review process to ensure that all security
control checks on the questionnaires are completed or properly justified if not reviewed.

FAA Response: Concur. FAA has completed implementation of this recommendation. The ATO
uses a questionnaire agtpaf the Risk Assessment-@ite review process. The questionnaire

consists of NIST SP 8683 rev2 security controls that address all 17 NIST-8B®&ecurity Control
Families. Systems that have a FHP®® Security Categorization (SC) of Low, ModeratetHmh are
evaluated using the appropriate Low, Moderate, or High set of NISB30€v2 security controls

(i.e., questionnaire). For example, a questionnaire that contains the OModerateO set of security
controls will be used to assess a system with adetteO FIR$99 SC. Questionnaires that contain
the OModerateO set of security controls consist of the Moderate and Low set of N6STS800rity
Controls. Finally, questionnaires that contain the OLowO set of security controls consist of only the
Low set of NIST 8063 Security Controls.
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Depending on their life cycle support, there are some NIST Security Control Families, and specific
controls within Families, that are not applicable for conducting interviews of system technical
personnel. Impleméation of some NIST Common Security Control Families, such as CA, may be
the sole responsibility of another FAA organization, such as FAA Headquarters or the S§stem 2
Level Support Facility, and not the-gite system specialist. For example, questioiise CA

Family of NIST 80853 Security Controls may be categorized as OCommon ControlsO and are the
responsibility of FAA Headquarters organizations, not the responsibility of field site personnel.

Starting in FY 2009 the ATO enhanced thesite reviev process, in order to eliminate OblankO or
ONAO questions that may result fronsive reviews. Enhancements include tailoring the
guestionnaires to indicate whether a specific question (security control) is appropriate for use on site,
depending on thmle(s) of the facility/site personnel. For example, field specialists that are not
responsible for issuing changes to a systemOs Technical Manual will be annotated as N/A for that sit
and further annotated to indicate what organization is responsiseutd be the source of the

information being requested (e.g., WJHTC issues Technical Manual Revisions). The tailoring may
include documenting on each specific question (security control) whether it applies, including the
rationale. For example, someestions that are not applicable forsite review, such as the CA

family, are annotated ON/A Common Control,O and are not addressed durirgjthecorew. This
enhanced process includes responses to all questions on the site survey form, antheeclhaese

that a question may not be addressed, and provides justification for focusing responses for specific
guestions based on an individual's organization's role in developing and implementing security
controls.

SMNABU-10001G GAO\09-20 ATC Sys Secevised final 9/2/09
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