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Field Operations Branch

» 93 Protective Security Advisors and Supervisors (86 Field Based)
1 Protective Security Advisor Analyst (pilot Project)

 Protective Security Advisor Mission
— The Nations Critical Infrastructure and Key Resource
— Infrastructure Liaison support to Federal Leaders during incidents
— Office of Infrastructure Protection Representative to the State

— Sharing of Infrastructure Protection programs and activities
 Information Sharing
« Critical Assets Management
» Vulnerability Assessments
« (Geospatial Viewers
« Risk Mitigation Training
« Improvised Explosive Devise
 Threat specific information
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PSA Primary Responsibilities

« Assist with ongoing State and local critical infrastructure and key resources
(CIKR) security efforts coordinated by Homeland Security Advisors (HSAS)

« Support development of the national risk picture by identifying, assessing,

monitoring, and minimizing risk to critical assets at the local and regional
level

 Assist with the implementation and execution of the National Infrastructure
Protection Plan (NIPP)
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PSA Primary Responsibilities (cont.)

« Upon request, facilitate and coordinate vulnerability assessments
of local CIKR through:

— Site Assistance Visits (SAVS)
— Buffer Zone Plans (BZPs)
— Regional Resiliency Assessment Projects (RRAP)

— Characteristics and Common Vulnerabilities (CV)/Potential Indicators for
Terrorist Attack (P1)/Protective Measures (PM) Reports

— Risk Mitigation Courses (Surveillance Detection / Soft Target Awareness
/ IED / Protective Measures)

— Enhanced Critical Infrastructure Protection (ECIP) Initiative Bt i iis

* Provide reach-back capability to DHS / NPPD -
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Enhanced Critical Infrastructure Protection Ecip)
Infrastructure Survey Tool qsT)

— Identify Protective Measures and Security at the asset level

— Share Office of Infrastructure Protection (IP) programs and
activities
Establishing strong relationships with
Owners of Critical Infrastructure,
National Infrastructure
Protection Plan (NIPP), and
Security clearance program

— Approximately 800-1000 IST will be
conducted over the next 12 months
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Physical Security

Vulnerability and Protective Measure Indexes

Physical Security Components

Fences

Gates

CCTV

IDS

Parking

Access Control

Lighting

Vehicle Access Control

Building Envelope

Physical Security Protective Measure Index
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Regional Vulnerability Index = 52.48

Physical Security . .
Physical Security
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Regional Resilience Assessment Projec\\;b
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Regional Vulnerability Index = 68.78

Demonstrating a 31.06% decrease in vulnerability
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Dashboards and Information Sharing

Owner / Operator Dashboard Sector Energy
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Greater understanding of
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» Homeland
7 Security

&0
S0
40
0
20
1Y
b
A \ ™
-

"
Fances

abes

e

Secuity Lghtng

B Ewelope

pracks Acumss Controd




Tracking Trends from year to year

Critical Manufacturing

Critical Manufacturing
Defense Industrial

Defense Industrial
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Overall Score by Sector I@

AAIl graphs are interactive — allowing
the user to dynamically

review/navigate component details
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Vulnerability scores are calculated using
either default or user defined weights

Physical Security, Security Management, and
Security Force Scores by Sector

(Graphics generated from dashboard
software using actual ECIP/IST data)



Owner / Operator Dashboard

[Protective Measures Index
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IST/ECIP Efforts

« FYO08
— Developed methodology
— Piloted / tested methodology
— Developed ECIP training
— Trained PSAs

— Began weighting process for Commercial Facilities, Transportation, Health and
Healthcare Sectors

— Completed T1 facilities
— Produced Metrics
— Tracked mitigation of specific vulnerabilities

Completed weighting methodology

- Security Management Profile - Site’s Security Force

- Parking - IDS/CCTV

- Access Control - Building Envelope

- Security Lighting - Cyber Vulnerability

- Physical Security Delivery/ - Dependencies/Interdependencies

- Vehicle Access Control
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IL Roles & Responsibilities

 |IL responsibilities during an incident include:

Serving as the principal advisor to the Joint Field Office (JFO) Coordination
Group regarding national and regional CIKR incident-related issues

Serving as the senior IP representative in the JFO and its area of operations

Serving as the senior advocate within the JFO for CIKR issues and supporting
the prioritization of protection and restoration efforts

Serving as the liaison between nationabnd regionallevel CIKR, the private
sector, and the JFO

Providing situational awareness on affected CIKR to the JFO Coordination
Group

Coordinating action on CIKR and Emergency Support Function (ESF) issues
between the JFO Coordination Group and IP representatives located at critical
operations centers

Hurricane Gustav
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Questions

psadutydesk@hg.dhs.gov
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