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Field Operations Branch

• 93 Protective Security Advisors and Supervisors (86 Field Based) 

• 1 Protective Security Advisor Analyst (Pilot Project)

• Protective Security Advisor Mission
– The Nations Critical Infrastructure and Key Resource

– Infrastructure Liaison support to Federal Leaders during incidents

– Office of Infrastructure Protection Representative to the State

– Sharing of Infrastructure Protection programs and activities

• Information Sharing

• Critical Assets Management

• Vulnerability Assessments

• Geospatial Viewers

• Risk Mitigation Training

• Improvised Explosive Devise 

• Threat specific information
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• Assist with ongoing State and local critical infrastructure and key resources 

(CIKR) security efforts coordinated by Homeland Security Advisors (HSAs)

• Support development of the national risk picture by identifying, assessing, 

monitoring, and minimizing risk to critical assets at the local and regional 

level

• Assist with the implementation and execution of the National Infrastructure 

Protection Plan (NIPP)

PSA Primary Responsibilities 
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• Upon request, facilitate and coordinate vulnerability assessments 

of local CIKR through:

– Site Assistance Visits (SAVs)

– Buffer Zone Plans (BZPs)

– Regional Resiliency Assessment Projects (RRAP)

– Characteristics and Common Vulnerabilities (CV)/Potential Indicators for 

Terrorist Attack (PI)/Protective Measures (PM) Reports

– Risk Mitigation Courses (Surveillance Detection / Soft Target Awareness 

/ IED / Protective Measures)

– Enhanced Critical Infrastructure Protection (ECIP) Initiative

• Provide reach-back capability to DHS / NPPD

PSA Primary Responsibilities (cont.) 



Field Operations Branch – FY09

    PSA Position in East Section

    PSA Position in West Section

    HQ Support Section

    PSA Analyst Pilot Project Position

KEY

9 March 2009

John Guest

Supervisory PSA

Mid-Atlantic Area

Philadelphia, PA

Don Robinson 

Supervisory 

PSA

Southeast Area

Atlanta, GA

Mary Raymond 

Supervisory PSA

Northeast Area 

New York, NY

John Walsh 

Supervisory PSA

Great Lakes Area

Chicago, IL

Gregory 

Gardner

Supervisory 

PSA

Midwest Area

Topeka, KS

Scott Behunin

Supervisory PSA

Northwest Area

Salt Lake City, 

UT

Vacant

Supervisory 

PSA

Gulf Coast Area

Denton, TX 

Donald 

Cheatham

Supervisory 

PSA

Southwest Area

Sacramento, CA

Al Stenson

(NY)

Mark Kreyer

(NY)

Joe Tadrick

(NY)

Kevin Peterson

(NY)

Gonzalez-

Rodriguez

(PR)

Frank Westfall

(NJ)

Bill Eagan

(DC)

Vacant  

(DC)

Ray Hanna

(MD)

Bill Ryan

(PA)

Steve White 

(PA)

Bob Winters

(PA)

Mark Milicich

(VA)

Mike Waters

(AL)

Kirk Toth

(AL)

Billy Sasser

(FL)

Keith Bradley

(FL)

Gary Warren

(FL)

Ollie Gagnon

(FL)

Jim Hardy 

(GA)

Randall Rushing

(IL)

Drew Osinger 

(IL)

Chuck Dushane

(IL)

Bill Gleason

(IN)

Al Shenouda

(MI)

Mike Moll

(MI)

Glenn Sanders

(MN)

KC Crowley

(AR)

Dave Hunter

(LA)

Phil Constantin 

(LA)

Rudy Holm

(NM)

Glenn Moore

(OK)

Harvey Perriott

(TX)

Buck Hamilton

(TX)

Phil Pitzen 

(IA)

Chuck Clanahan 

(KS)

Rick Goins

(MO) 

Greg 

Hollingsead

(NE)

Vacant

(KY) 

Greg Innis

(TN)

Ralph Ley 

(UT)

Joe O’Keefe

(CO)

Tom Burgess

(AK)

Glen Collins

(OR)

Dave Holcomb

(WA)

Scott Marble

(TX)

Kerry Spaulding

(TX)

Jim Emery

(OH)

Joe Ricks

(VA)

Ken Ullom

(WV)

Darryl Aspey     
(NC)

Keith Jones

(SC)

Pat Shaw

(OH)

Ed Gleason

(WI)

Ron McPherson

(TX)

Protective Security Advisor

Section Chief West

Vacant

Supervisory PSA

Kariann 

McAlister

Craig Freer

Amy Caouette

Vacant

Cont. Vacant

PSA Duty 

Desk

Sean 

McAraw

Frank Moret 

Peter Coates

Jeffrey Farrell Bill Bauer

Cindy Huerta

Shane Tomak

Supervisory USSS Detailee

Jim Armiger 

Field Support Section

Christine Figueroa  

(AZ)

Brian Keith

(CA)

Don Ray

(CA)

Frank Calvillo

(CA)

Peter Owens

(CA)

Rick Sierze

(CA)

Rich Stribling

(CA)

Gonzo Cordova

(NV)

Scott Mitchem

(HI)

Mike Norman 

Chief

Field Operations

Vacant

Supervisory Deputy 

Branch Chief

Field Program 

Development  

Team

Matt 

Wombacher

Special Events, 

Exercises

Jeff Murray  

 

Sarah Gambill

Derek 

Matthews
Eric Lines

Mark Coffey

(TN)

James (Max) 

Fenn

(MS)

Angela Adams

Cont. Vacant

0343 Vacant

Protective Security Advisor

Section Chief East

Scott Cubbler 

Supervisory PSA

Charles Clark

Doug Pesce

(CT)

Al Richmond

 (MA)

Maine

Vacant

Vermont

Palazzi

New Hampshire

Peimer

Rhode Island

Seitz

North Dakota

Ronsberg

South Dakota

Geisinger

Montana

Middlebrook

Kenny Longfritz

(WY)

Idaho

Puype

Ken Greason

(DE)

PSA Vacant

Michael Schooler

Protective Security 

Advisor Analyst

San Diego, CA

Field 

Support 

Team

Dennis 

Freeland

0343 Vacant

0343 Vacant 

Leslie Lambert 

Kimberly Carlton

Melvin Anderson
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Enhanced Critical Infrastructure Protection (ECIP)

Infrastructure Survey Tool (IST)

– Identify Protective Measures and Security at the asset level

– Share Office of Infrastructure Protection (IP) programs and 

activities 

Establishing strong relationships with 

Owners of Critical Infrastructure, 

National Infrastructure 

Protection Plan (NIPP), and 

Security clearance program 

– Approximately 800-1000 IST will be 

conducted over the next 12 months



Vulnerability and Protective Measure Indexes

Physical Security

Physical Security Components Weight PMI Weighted PMI

Fences

Gates

CCTV

IDS

Parking

Access Control

Lighting

Vehicle Access Control

Building Envelope

Physical Security Protective Measure Index 58.60

0.116 78.73 9.13

0.135 39.57 5.34

0.082 52.33 4.29

0.100 61.24 6.12

0.081 45.31 3.67

0.149 76.78 11.44

0.110 83.75 9.21

0.128 43.86 5.61

0.100 38.37 3.83

Security Management

Security Management Protective Measure Index 67.88

Security Force

Security Force Protective Measure Index 70.66

Average of all 

three Protective 

Measure Indexes 

identifies the 

overall index for 

CIKR

65.71

Vulnerability Index



Regional Vulnerability Index = 52.48

Physical Security

Physical Security Protective Measure Index 36.72

Security Management

Security Management Protective Measure Index 41.75

Security Force

Security Force Protective Measure Index 43.98
PMI

39.48

Physical Security

Physical Security Protective Measure Index 28.60

Security Management

Security Management Protective Measure Index 47.88

Security Force

Security Force Protective Measure Index 50.66
PMI

42.38

Physical Security

Physical Security Protective Measure Index 58.60

Security Management

Security Management Protective Measure Index 67.88

Security Force

Security Force Protective Measure Index 70.66
PMI

65.71

Physical Security

Physical Security Protective Measure Index 88.60

Security Management

Security Management Protective Measure Index 57.85

Security Force

Security Force Protective Measure Index 15.86
PMI

62.38

NOTIONAL DATA



Tailored Risk Mitigation

Training Process Based

on the Vulnerabilities

Identified during

Assessments and

Surveys

Initial vulnerability

survey with scoring

Infrastructure

Water

Energy

Waste Water

Telecom

Key

Regional Resilience Assessment Project

Final vulnerability

survey with scoring to

identify remaining

security gaps and show

buying down RISK at the

Asset, City, and

Regional level
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Regional Vulnerability Index = 68.78 

Demonstrating a 31.06% decrease in vulnerability

Physical Security

Physical Security Protective Measure Index 36.72

Security Management

Security Management Protective Measure Index 41.75

Security Force

Security Force Protective Measure Index 43.98
PMI

39.48

Physical Security

Physical Security Protective Measure Index 28.60

Security Management

Security Management Protective Measure Index 47.88

Security Force

Security Force Protective Measure Index 50.66
PMI

42.38

Physical Security

Physical Security Protective Measure Index 58.60

Security Management

Security Management Protective Measure Index 67.88

Security Force

Security Force Protective Measure Index 70.66
PMI

65.71

Physical Security

Physical Security Protective Measure Index 88.60

Security Management

Security Management Protective Measure Index 57.85

Security Force

Security Force Protective Measure Index 15.86
PMI

62.38

Physical Security

Physical Security Protective Measure Index 68.86

Security Management

Security Management Protective Measure Index 55.75

Security Force

Security Force Protective Measure Index 63.08
PMI

62.56

Physical Security

Physical Security Protective Measure Index 68.60

Security Management

Security Management Protective Measure Index 70.88

Security Force

Security Force Protective Measure Index 80.66
PMI

73.38

Physical Security

Physical Security Protective Measure Index 88.60

Security Management

Security Management Protective Measure Index 65.85

Security Force

Security Force Protective Measure Index 45.60
PMI

66.68

Physical Security

Physical Security Protective Measure Index 62.50

Security Management

Security Management Protective Measure Index 75.08

Security Force

Security Force Protective Measure Index 80.18
PMI

72.52

NOTIONAL DATA



Dashboards and Information Sharing

Greater understanding of 

vulnerabilities and trends

Owner / Operator Dashboard

ID # 1257

Protective Measure

Assessment

Security Management

Profile

Security Areas/Assets

Physical Security Delivery/

Vehicle Access Control

Parking

Building Envelope

Site’s Security Force

IDS/CCTV

Access Control

Security Lighting

Cyber Vulnerability

0 5050

Sector Energy

Sub-Sector Electricty
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Tracking Trends from year to year
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ÁAll graphs are interactive –allowing 

the user to dynamically 

review/navigate component details

Gates Scores

Physical Security Scores

Physical Security, 

Security Management, 

and Security Force 

Scores

Overall Score by Sector

Physical Security, Security Management, and 

Security Force Scores by Sector

Agriculture and Food

Fences

Style
Vulnerability scores are calculated using 

either default or user defined weights

(Graphics generated from dashboard 

software using actual ECIP/IST data)

Toggle between 

all sector and 

cross-sector

Physical Security



Owner / Operator Dashboard

Random Security 

Measures

Physical Security

Overall

Facility and Sector 

Protective  

Measures Index
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20%
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50%
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100%

20%

40%

60%
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115

Total number assessed in Sector

338

117

245

119

243

1121

48

236

217

211

Sectors that have vulnerabilities 

but there is no consequence

Second highest

vulnerability

Highest Vulnerability due to most 

significant consequence

(loss of life, economic impact)

Third highest

vulnerability
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IST/ECIP Efforts 
• FY08

– Developed methodology

– Piloted / tested methodology

– Developed ECIP training

– Trained PSAs

– Began weighting process for Commercial Facilities, Transportation, Health and 
Healthcare Sectors 

– Completed T1 facilities

– Produced Metrics 

– Tracked mitigation of specific vulnerabilities 

Completed weighting methodology
- Security Management Profile - Site’s Security Force

- Parking - IDS/CCTV
- Access Control - Building Envelope

- Security Lighting - Cyber Vulnerability 

- Physical Security Delivery/ - Dependencies/Interdependencies 

- Vehicle Access Control

FOUO
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IL Roles & Responsibilities
• IL responsibilities during an incident include:

– Serving as the principal advisor to the Joint Field Office (JFO) Coordination 
Group regarding national and regional CIKR incident-related issues

– Serving as the senior IP representative in the JFO and its area of operations

– Serving as the senior advocate within the JFO for CIKR issues and supporting 
the prioritization of protection and restoration efforts

– Serving as the liaison between national- and regional-level CIKR, the private 
sector, and the JFO

– Providing situational awareness on affected CIKR to the JFO Coordination 
Group

– Coordinating action on CIKR and Emergency Support Function (ESF) issues 
between the JFO Coordination Group and IP representatives located at critical 
operations centers

Mid-West Floods 2008

Hurricane Gustav



Questions

psadutydesk@hq.dhs.gov


