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Session Objectives @MM

A To better understand the demographics of
the security risk management profession

A To determine what respondents have
learned, and how they continue to learn,
about security risk management

A To provide a more accurate understanding
of requirements for future training and
educational programs



About The Survey @m

Security Analysis and Risk Management Association

A SARMA conducted the survey of security risk
management professionals between March 2-9,
2009

A Over 1540 survey invitations were sent out

A Surveys contained questions about:
I Individual characteristics
I Education and training
| Career satisfaction and security

A The survey was completely anonymous



Security Analysis and Risk Management Association

About the Respondents @m

A 221 responses received at first cut-off
I 189 responses from the US,
I 24 responses from other countries
I 27 different states (including DC) represented
I 91 respondents from DC/MD/VA

A Gender

I 85% were male
I 12.6 were female
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+ Which of the following security risk field-related tasks have you performed in the last five years? (check

all that apply)

Answer

Created risk analysis

methodology

Modified risk analysis

methodology

Prepared one or more
security risk analyses

Prepared one or more cost-
benefit analyses

Made decisions based on

risk

Monitored/evaluated a risk
management program

Audited a nisk management

program

Conducted security risk
training program/class

S
=2

100%

Totals

Number of
Response(s)
107

120

139

75

134

111

55

95

836

Response
Ratio

12.7 %
14.3 %

16.6 %

16.0 %

13.2 %

11.3 %

100%



Individual Characteristics Profile @m

nalysis and Risk Management Association

A The survey revealed typical respondent was:

Gender: Male

i
I Age: Older than 35 (81.6%)
.

|

General Experience: More than 20 years of work experience

SRM Experience: Between 5 and 10 years of SRM experience
(although a similar number claim more than 20 years)

Background: Military background

Application Domain: Performs work for the Department of
Homeland Security or Department of Defense

Clearance: Has a US Govt. TS or TS/SCI security clearance

Other Responsibilities: Project/program management, general
management or business development

Salary: 40% make more than $100,000/yr (16% make more than
$150,000/yr)



Age

* What is your age?

Answer
20 - 25 years

26 - 30 years
31 - 35 years
36 - 40 years
41 - 45 years
46 - 50 years
o1 - 55 years
o6 - 60 years

over 60 years

No Response(s)

0%

Totals

SISIRNA

Security Analysis and Risk Management Association

Number of
Response(s)

3
10
21
30
29
31
32
26
33

6

221

Response
Ratio

1.3 %
4.5 %
9.5 %
13.5 %
13.1 %
14.0 %
14 4 %
11.7 %
14.9 %
2.7 %
100%



Work Experience

* How many years of general professional experience do you have?

Number of
Answer 0% 100% Response(s)
Less than three years I 3
At least 3 but no more than 5 . 10
Vears
At least 5 but no more than - 18
10 years
At least 10 but no more than - 25
15 years
At least 15 but no more than - 30
20 years
20 or more years ] 129
No Response(s) I 6

Totals 221

Security Analysis and Risk Management Association

Response
Ratio

1.3 %
45%

8.1 %
11.3 %
13.9 %

28.3 %
2.7 %
100%



Security Risk Experience @MM

Security Analysis and Risk Management Association

* How many years of experience do you have in the security risk field?

Number of Response
Answer 0% 100% Response(s) Ratio
Less than three years - 30 13.9 %
At least 3 but no more than 5 NG 23 10.4 %
years
At least 5 but no more than TGN 51 23.0 %
10 years
At least 10 but no more than NG 34 15.3 %
15 years
At least 15 but no more than [N 27 12.2 %
20 years
20 or more years _ o0 226 %
No Response(s) I 6 2.7 %

Totals 221 100%



Employer

* Which of the following best describes your current employer?

Number of
Answer 0% 100% Response(s)
Local, municipal, or county I 3
government
State government l 7
Department of Homeland - 28
Security (DHS)
Department of - 29
Defense/Military (DOD)
Department of Energy (DOE) I 3
Intelligence Community l 7
State Department / 1
Diplomatic
Federal Government _ 48
Consultant/Contractor
FPrivate Sector _ 43
Academia - 21
N/A 2
Other [ ] 23
No Response(s) I 6

Totals 221

Security Analysis and Risk Management Association

Response
Ratio

1.3 %
3.1 %
12.6 %

13.1 %

1.3 %
3.1 %

<1 %
21.7 %

19.4 %
9.9 %
<1 %

10.4 %
2.7 %
100%



Applications of SRM

Security Analysis and Risk Management Association

4 Which of the following categories best describes the organization for which you do most of your security
risk work? (i.e. private contractors advising DHS should select "Department of Homeland Security.")

Number of Response
Answer 0% 100% Response(s) Ratio
Local, municipal, or county I [§] 27 %
government
State government l 7 3.1 %

Department of Homeland  |NNNTEE 63 28.5 %

Security (DHS)

Department of Defense / _ 55 248 %

Military (DOD)

Intelligence Community . 13 58 %
Department of Energy (DOE) I 4 1.8 %
State Department / 1 <1 %
Diplomatic
Private Sector ] 26 117 %
Academia [] 10 45%
/A [ ] 9 4.0 %
Other [ ] 21 9.5 %
No Response(s) I (4] 2.7 %

Totals 221 100%



Other Duties

SISIRNA

Security Analysis and Risk Management Association

In addition to your security risk field duties, which of the following
other responsibilities or services do you perform in your job?

Answer
Business development

General management

Program/project
management

None
MN/A
Other

0%

Number of
Response(s)

29
95
131

100%

10

9

26

Totals 330

Response
Ratio

17.8 %
28.7 %
39.6 %

3.0 %
2.7 %
7.8 %
100%



Professional Background @

Security Analysis and Risk Management Association

* How would you describe your professional background before becoming a security risk professional?

Number of
Answer 0% 100% Response(s)
Engineering - 19
Fhysical sciences l 8
Biological sciences 2
Social sciences (economics, l 8
law, history_.)
Mathematics 1
Intelligence - 19
Security ] 20
Information Technology (IT) - 21
Law Enforcement - 15
Military _ 45
Academia l
Student []
Other ] 26
Mo Response(s) - 23

Totals 221

Response
Ratio

8.5 %
3.6 %
<1 %

3.6 %

<1 %
8.5 %
9.0 %
9.5 %
6.7 %
20.3 %
3.1 %
3.1 %
11.7 %
104 %
100%



Security Clearances

* Which type of security clearance do you hold?

Answer 0% 100%
MNone

Confidential
Secret

Top Secret

Top Secret / SCI

Other security clearance
(foreign or municipal
government)

Confidentiality or non-
disclosure agreement

Don't know / Rather not say

No Response(s)

Totals

SISIRNA

Security Analysis and Risk Management Association

Number of Response
Response(s) Ratio
27 12.2 %

4 1.8 %

23 10.4 %

41 18.5 %

77 34.8 %

5 2.2 %

8 3.6 %

29 13.1 %

7 3.1 %

221 100%



Compensation

Security Analysis and Risk Management Association

* What is your gross annual income (exclude any non-security or non-risk-related income)?
Number of Response

Answer 0% 100% RESPD“SE{S} Ratio
less than $30,000 ] 6 27%
$30,000-$45,000 ] 5 22%
$45,000-$60,000 [ ] 11 49%
$60,000-$70,000 [ ] 11 49%
$70,000-$80,000 | ] 11 49%
$80,000-$100,000 ] 24 10.8 %
$100,000-$150,000 ] 51 230 %
$150,000-5250,000 ] 36 16.2 %
$250,000 and higher ] 6 27%
Rather not say ] 27 12.2%
No Response(s) ] 33 14.9 %

Totals 221 100%



Typical Education Profile NN

Security Analysis and Risk Management Asseciation

A Degree:Hal f have a masteros dec

A Acquired skills through: on-the-job training and self-
Instruction

A For additional training:
| attends conferences and workshops,
I reads security risk web sites and books

A Values additional training in:
| project management
I qualitative analysis
| expertise in security
A More than half hold a professional certification. The
most common certifications held are:
I OPSEC Certified Professional (OCP)
I Certified Protection Professional (CPP)
I Program Management Professional (PMP)



Education Completed

SISIRNA

Security Analysis and Risk Management Association

* What is the highest level of education you have completed?

Answer 0% 100%

High school graduate I
(including equivalency)

Some college or associate
deqgree

Bachelor's degree -
Some graduate or post- -

bachelors courses

Master's degree _
Doctorate level degree -
Mo Response(s) -

Totals

Number of
Response(s)

4
22

30
29

83
30
23
221

Response
Ratio

1.8 %
9.9 %
13.9 %
13.1 %
37.5 %
13.9 %
10.4 %
100%



Initial Training @M

Security Analysis and Risk Management Association

* How did you learn your security risk skills? (Check all that apply.)

Number of Response
Answer 0% 100% Response(s) Ratio
Formal on-the-job training 91 13.1 %
Informal on-the-job training 132 19.0 %
Military on-the-job training 76 10.9 %
Classroom-based training 89 12.8 %
Web-based or remote o8 8.3 %
training
Job aids (quick-reference 47 6.7 %
guides, templates, forms)
Exercises, simulations 7D 10.8 %
Self-instruction through 111 15.9 %
books, other materials
Other 15 2.1%

Totals 694 100%



Skills Development

Security Analysis and Risk Management Association

4 Which of the following have you used to strengthen your security risk

field skills’knowledge? (Check all that apply)

Answer 0% 100%

Attended training -

seminars/workshops

Completed certification -
program
Completed formal web- .

based or distance training

Read security risk web sites -

Participated on web-based .
industry forums

Attended conferences -
Read books -
Formal on the job training -
Informal on the job training -
None of the above

Other

Totals

Number of
Response(s)

139
67
o4

132
41

149
144

74
132

944

Response
Ratio

14.7 %
7.0 %
5.7 %

13.9 %
4.3 %

15.7 %
15.2 %
7.8 %
13.9 %
<1 %
<1 %

100%



Desired Skills

Security Analysis and Risk Management Association

Please evaluate each of the below skill sets and rate them by how important they are for professional

advancement in your field.
1 = Very important, 2 = Important, 3 = Somewhat Important, 4 = Unimportant, 5 = Don't Know / No opinion

Number of Rating
Answer 1 2 3 4 5 Response(s) Score”
Ability to influence others NG 192 15
Briefing/presentation skils NG 192 14
Facilitation/elicitation skills NN 102 1.8
Mentoring and coaching _ 193 22
skills
Project Management skills GG 192 17
Quantitative analysis skils [N 192 1.9
Qualitative analysis skils NG 191 17
Subject matter expertise in _ 192 2.3
emergency management
Subject matter expertise in _ 192 1.9
security
Subject matter expertise in _ 193 23

intelligence
*The Rating Score is the weighted average calculated by dividing the sum of all weighted ratings by the number of total responses.
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Security Analysis and Risk Management Association



