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Overview/chronology of Sandia RAMs

Automated Security Risk Assessment Methodology
for Critical Infrastructures (RAM-CI) prototype tool

AOverview of selected steps and some screen grabs

ASandi adés approach for risk anc
Some current and planned future capabilities

Evolution of Sandia RAMs
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Critical Infrastructure and pok,
Key Resource Sectors

Known Areas of Sandia Involvement

AChemical
ATransportation Systems
AEmergency Services
APostal and Shipping
ADams

AGovernment Facilities
ACommercial Facilities

ANuclear Reactors, Materials,
and Waste

AAgriculture and Food
APublic Health
AWater

AEnergy

ABanking and Finance

ANational Monuments and
lcons

ADefense Industrial Base
Alnformation Technology

ATelecommunications



Sandia Security RAMs () et

ARAM-D (Dams)

ARAM-T (Electrical Utility Transmission Systems)
ARAM-W (Municipal Water Systems)
ARAM-C (Communities)

ARAM-CF (Chemical Facilities)
ARAM-P (Prisons)

ARAM-E (Energy Systems) :
ARAM-FAA (Airspace management faC|I|t|es)
ARC RAM-W (DHS RAMCAP/NIPP compliant version)
ABioRAM (bio hazards)

AAutomated RAM-CI prototype (all Cl sectors)
AAutomated RAM-W (Water Sector, DHS, EPA)

For more information see www.sandia.gov/ram



What a RAM will Determine: ot
How Much Protection is Enough?

*Natural
Events

*Undesired  Cyber

5 #oa
Consequences Events Threat Criminal

Whai’s importaint?
Mission

What to groteci
againsi?

% . F
rlow well zire Terrorist Insider
you groigecise?

*Liabilities *Assets

*Risk acceptable?

*Reduce Consequences

Decisions Operational trade-off

* u
Improve Protection *Cost options

*Meet Standards?



RAM Process for ot
Critical Infrastructures

Consequences

Threat Vulnerability
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| Screening | , Facility -
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1 Consequence
Planning — Assessment _
|| Protection | | System
Objectives Effectiveness
|  Threat Analysis
Assessment ‘
Risk
Analysis

%Propose Upgrades and Recommendations/




}' Major Modules Common to all RAN@W

Consequence|| Mulnerability Risk Reduction
Securit - _
2€Curity /Consequence | | AProtection system fecurity upgrades
Environment || categories and | | effectiveness
Aacility measures analysis Ancrease protection
L - m effectiveness
characterization || AConsequence | | Aulnerability system efiectiveness
Rarget assessment identification AReduce
. S consequences
identification Threat g
Forotection — Risk Estimation ARe-calculate risk
objectives 'd&gzrcer?ttion ACalculate baseline AConsider impacts
P risk
hr _ _
N eat AConsider constrainty  \. J
potential Y
\ J .
Y Risk

Risk Assessment Management
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AUsed when a large number of facilities within a sector
may be candidates for a risk/vulnerability assessment

Aldentify the vital few

A Prioritize assessment of facilities

AOption to use a variety of screening criteria/metrics

ARAM-CI default table (consequence based - mission,
national security, human, economic)

AUser defined
A Cl sector tiers (water, CFATS Top Screen)

Optional Step



Site / Facility Characterization e

ASite / facility characterization
A Overall mission, critical operations

A Pair-wise comparison (prioritize facilities, missions)

A Drawings, reports, security policies / procedures, photos
(physical layout and descriptions)

A Cyber and physical security features and data

ASecurity concerns / undesired events

A Identify undesired events”

A Customize a generic fault tree for specific site / facility

A Develop a site-specific fault tree”
A ldentify targets (assets)

APeople, facilities, equipment, processes, operations, etc.

* Key attributes of Sandiabds RAMs



' Example: ) &
Fault Tree - Top Levels (Generic)
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Adversary

Targets and Assets are identified at the
lower levels of the fault tree
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Site-Specific Fault Tree

Utility Tree

[

ility Screening
Facility 1
&, Fault Tree
/2, Consequence Assessment
[=- A\ Disruption of electric power transmis:
< electric line towers
< power transformer
< switchyard
L? Threat Assessment
[=- 4 Threat Spectrum
@ Criminal
Domestic Temorist - Ecological
maintenance
¢ Threat Potential
% Insider Access and Authority =
@ System Effectiveness Analysis
=2 § Scenario 1 - attack using explosives
= = Offsite
O Gate
[ Fence
O Gate
=3 utility property area
O Gate
- Fence
O Gate
[= =3 fenced area
- Surface
[ Door
[z 3 Partial enclosure
[ Task
= @ Analyses
: Run 1RFT 10
Run 1RFT 30
3 Identified Vulnerabilties
| Risk Analysis
(3, Upgrade Packages
=] _3_'_\. New upgrade package
=] & Consequence Assessment for U
1&3 Disruption of electric powert

= § Scenario 1 upgrade - attack usir
. 5 NHoita bt
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National
Laboratories

Fault Tree
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Conseguence Assessment s,
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ADefine consequences (C)

A Consequence categories

APublic health, loss of mission, duration of loss,
economic impact, national security impact, etc.

A Consequence measures
AQuantitative and/or qualitative

Airaw numberso, | evels, Dbins
ADetermine severity level for each undesired event

APrioritize undesired events

APrioritize targets (assets)




2> RAM-CI (SM)
Eile

Utility Tree
-5 fenced area

Surface
Doar
=-5# Partial enclosure
% Task
= @ Analyses
T Run 3 RFT 30 updg
fsg Risk Analysis
= & MNew upgrade package
= & Consequence Assessment for U
_E Disruption of electric poweri
= E Scenario 1 - attack using explos
=-5# Offsite
Gate
Fence
Gate
=-5# utility property area
Gate
Fence
Gate
=-53 fenced area
Surface
Door
=5 Partial enclosure
% Task
= @ Analyses
R Run 1RFT 30
flg Risk Analysis
ﬂ Re-calculate Risk
Facility 2
é:—b Fault Tree
/2, Conseguence Assessment
[_.? Threat Azzessment
=4 Threat Spectrum
" Threat Potential
E System Effectiveness Analysis
:§ Identified Vulnerabilities
Elg Risk Analysis
(%, Upgrade Packages
E Re-calculate Risk
isequence Reference Table

|
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Conseqguence Criteria and Value

Consequence Reference Table

These consequence measures will be used to determine consequence values for each
undesired event.

range (=10, <=100, 12.2 - 24.4, or 2 are all valid ranges).

Please review the list below and, if necessary, make site specific changes for the facility
being analyzed. For each severity level (very-low through very-high) the valid input is a

Measure Units Very Low Low Medium High

# of people |0 - 25 26-50 |51- 1600 |1601 - 6400
serious injuries | # of people |0 - 100 101 - 1600 | 1601 - 6400 6401 - 100000
economic 31M 0-25 26 - 100 101 - BOO 801 - 3200
duration of loss | # hours 0-4 5-25 25 - 72 73 - 720
psychological qual =1 =2 =3 =4

national security qual =1 =2 —] =4

Wery High
»>6400
=100000
=3200
=720

M ~

Example consequence table

Add New Delete

K
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Sandia

Threat Assessment el
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Aldentify and characterize the threat
A Develop site-specific threat spectrum*

*
AMalevolent, natural, man-caused non-malevolent

ADefine types of adversary: insiders and outsiders
I Motivations (ideological, economic, personal)
I Attributes (knowledge, experience)

I Capabilities (humbers, weapons, equipment,
transportation i link to estimation of P))

A Default tables which include potential threats
iIncluding RAMCAP threat table

AEstimate threat likelihood
A If access to credible threat intelligence exists

A Estimate threat potential* (default approach,
surrogate approaches)

* Key attributes of Sandiads R
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User Is asked

a series of
guestions for
CE R GE
Numerical

scores are
assigned and
a qualitative
value is
determined.

Estimating Threat
Potential for each Threat

) =
National
Laboratories

Example threat potential screen
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