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Presentation Outline

ÁOverview/chronology of Sandia RAMs

ÁAutomated Security Risk Assessment Methodology 

for Critical Infrastructures (RAM-CI) prototype tool

ÅOverview of selected steps and some screen grabs 

ÅSandiaôs approach for risk and risk components

ÁSome current and planned future capabilities

ÁEvolution of Sandia RAMs
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Critical Infrastructure and

Key Resource Sectors
Known Areas of Sandia Involvement

ÁChemical

ÁTransportation Systems

ÁEmergency Services

ÁPostal and Shipping

ÁDams

ÁGovernment Facilities

ÁCommercial Facilities

ÁNuclear Reactors, Materials, 

and Waste

ÁAgriculture and Food

ÁPublic Health

ÁWater

ÁEnergy

ÁBanking and Finance

ÁNational Monuments and 

Icons

ÁDefense Industrial Base

ÁInformation Technology

ÁTelecommunications
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For more information see www.sandia.gov/ram

Sandia Security RAMs

ÁRAM-D (Dams)

ÁRAM-T (Electrical Utility Transmission Systems)

ÁRAM-W (Municipal Water Systems)

ÁRAM-C (Communities)

ÁRAM-CF (Chemical Facilities)

ÁRAM-P (Prisons)

ÁRAM-E (Energy Systems)

ÁRAM-FAA (Airspace management facilities)

ÁRC RAM-W (DHS RAMCAP/NIPP compliant version)

ÁBioRAM (bio hazards)

ÁAutomated RAM-CI prototype (all CI sectors)

ÁAutomated RAM-W (Water Sector, DHS, EPA)
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*Risk acceptable?

*Cost options

*Operational trade-offDecisions

How well are

you protected?

*Consequences

*Liabilities

Whatôs important?

Mission

*Terrorist

*Criminal

What to protect

against?

*Reduce Consequences

*Natural 

Events

*Improve Protection

*Undesired

Events

*Assets *Insider

What a RAM will Determine:

How Much Protection is Enough?

*Cyber 

Threat

*Meet Standards?
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RAM Process for 

Critical Infrastructures

Report

Consequence

Assessment

Propose Upgrades and Recommendations

N

Y

Facility

Characterization 

Screening

Planning

Threat

Assessment

Protection

Objectives

System

Effectiveness

Analysis

Risk

Analysis

Risk

Acceptable

? 

R = PA * (1 - PE) * C

Threat

Consequences

Vulnerability

Security

Risk
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Security

Environment

ÅFacility 

characterization

ÅTarget 

identification

ÅProtection 

objectives

Threat

ÅThreat 

description

ÅThreat 

potential

Consequence

ÅConsequence 

categories and 

measures

ÅConsequence 

assessment

Vulnerability

ÅProtection system 

effectiveness 

analysis

ÅVulnerability 

identification

Major Modules Common to all RAMs

Risk 

ManagementRisk Assessment

Risk Reduction

ÅSecurity upgrades

ÅIncrease protection 

system effectiveness

ÅReduce 

consequences

ÅRe-calculate risk

ÅConsider impacts

Risk Estimation

ÅCalculate baseline 

risk

ÅConsider constraints
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Screening

ÁUsed when a large number of facilities within a sector 

may be candidates for a risk/vulnerability assessment

ÁIdentify the vital few

ÁPrioritize assessment of facilities

ÁOption to use a variety of screening criteria/metrics

ÁRAM-CI default table (consequence based - mission, 

national security, human, economic)

ÁUser defined 

ÁCI sector tiers (water, CFATS Top Screen) 

Optional Step
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Site / Facility Characterization

ÁSite / facility characterization 

ÁOverall mission, critical operations

ÁPair-wise comparison (prioritize facilities, missions)

ÁDrawings, reports, security policies / procedures, photos 

(physical layout and descriptions)

ÁCyber and physical security features and data

ÁSecurity concerns / undesired events

ÁIdentify undesired events

ÁCustomize a generic fault tree for specific site / facility

ÅDevelop a site-specific fault tree

ÁIdentify targets (assets)

ÅPeople, facilities, equipment, processes, operations, etc.

* Key attributes of Sandiaôs RAMs 

*

*

*
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Example: 

Fault Tree - Top Levels (Generic)

Treetop: Č

Overall Undesired Event

Defeat a

Mission

Objective

Č

Possible Areas

for Strategy

Development by the

Adversary

Targets and Assets are identified at the 

lower levels of the fault tree

Defeat
Mission by Deliberate

Malevolent Acts

Malevolently-Induced

(M-I) Loss of

Facility Power

M-I Loss of
Facility

Communication

Defeat
Mission by Random

Non-Malevolent
Acts

M-I Loss of
Facility RADAR

Defeat
Mission by Deliberate

Malevolent Acts or
Random Non-Malevolent

Acts

Loss of
Communication

Personnel

M-I Loss of
Communication

Equipment

M-I Loss of
Onsite AC

Power

M-I Loss of
Commercial

Power

1

M-I Loss of ...
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Site-Specific Fault Tree
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Consequence Assessment

ÁDefine consequences (C)

ÁConsequence categories

ÅPublic health, loss of mission, duration of loss, 
economic impact, national security impact, etc.

ÁConsequence measures

ÅQuantitative and/or qualitative

Åñraw numbersò, levels, bins 

ÁDetermine severity level for each undesired event

ÁPrioritize undesired events

ÁPrioritize targets (assets)
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Consequence Criteria and Values

Criteria Values

Example consequence table
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Threat Assessment

ÁIdentify and characterize the threat

ÁDevelop site-specific threat spectrum 

ÅMalevolent, natural, man-caused non-malevolent

ÅDefine types of adversary:  insiders and outsiders

ïMotivations (ideological, economic, personal)

ïAttributes (knowledge, experience)

ïCapabilities (numbers, weapons, equipment, 

transportation ïlink to estimation of PI)

ÁDefault tables which include potential threats 
including RAMCAP threat table

ÁEstimate threat likelihood

ÁIf access to credible threat intelligence exists

ÁEstimate threat potential  (default approach, 
surrogate approaches)

* Key attributes of Sandiaôs RAMs 

*

*

*

*
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Estimating Threat 

Potential for each Threat

User is asked 

a series of 

questions for 

each threat.  

Numerical 

scores are 

assigned and 

a qualitative 

value is 

determined.

Example threat potential screen


